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Executive summary 

This report addresses the question: ‘How can knowledge 
about the physiological underpinnings of trust be used to 
enhance resilience to mis and disinformation?’ 

• Understanding the brain processes involved in developing and experiencing trust 
in information sources provides insights into why people may believe and share 
misinformation. 

• Trust is not an isolated function of one specific brain region or circuit. It is complex 
and involves multiple brain regions and processes. 

• Individual and collective information resilience is underpinned by social cohesion 
and connectedness, adequate cognitive functioning, and healthy emotional 
regulation. 

• Mental health and information resilience exhibit a reciprocal relationship: poor 
mental health can increase susceptibility to misinformation, and misinformation 
can exacerbate poor mental health. 

• Given that around 1 in 5 Australians report being diagnosed with depression, 
anxiety or another mental illness at some point in their lifetime, better prevention, 
support, treatment and awareness of such conditions could boost Australia’s 
collective information resilience. 

• Social connectedness is key to cultivating both mental health and information 
resilience. Loneliness/isolation can worsen mental health and, in turn, 
susceptibility to misinformation as feedback and moderation by others is 
removed. 

• Healthy individuals are better equipped to navigate society, including their 
capacity to identify and critique misinformation. Consequently, enhancing 
physical and mental health through exercise, sleep, and nutrition may also 
indirectly support resilience, for instance, by improving emotional regulation and 
cognition. 

• Emerging evidence suggests there may be potential indirect benefits to 
information resilience through interventions such as mental health programs, 
physical health interventions that improve cognition, mindfulness training, and 
cognitive behavioural therapy. However, research on the direct impact of these on 
information resilience is limited; therefore, links between these remain 
speculative. 
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Key terms 
The concepts of misinformation, disinformation, information resilience and trust were 
defined in Information resilience: How misinformation undermines social cohesion, 
trust and democracy (Platow et al. 2026). For the purposes of this report, some of these 
definitions have been updated so that they are more specific to the content of this 
report and the brain processes identified. 

Misinformation is false or misleading information spread regardless of the intent to 
mislead. Disinformation is false or misleading information that is deliberately spread. 

In Information resilience: How misinformation undermines social cohesion, trust and 
democracy, misinformation was used to broadly refer to all forms of false or misleading 
content (including disinformation). This was to align with understandings of both 
experts and laypeople, and since research generally does not distinguish between 
misinformation and disinformation. This report will continue to use misinformation as 
an overarching term for consistency between reports. 

Information resilience was defined in Information resilience: How misinformation 
undermines social cohesion, trust and democracy. For the purposes of this report, this 
definition has been expanded to include information interrogation and critique. 
Competency in interrogating and critiquing information was identified as an important 
cognitive process underlying information resilience. Information resilience is thus 
defined as individuals’ and society’s capacity to interrogate information for accuracy 
and to ward off or recover from the negative impact of misinformation when 
encountered. 

Trust was defined in Information resilience: How misinformation undermines social 
cohesion, trust and democracy as the ‘degree to which people feel they can rely or 
depend on someone or something.’ For the purposes of this report, the term entity is 
used rather than something to more precisely describe the objects of trust.  

Entity encompasses a broad range of sources, including information sources (such as 
media outlets, digital platforms or social networks), organisations, governments and 
connected professionals (such as the Chief Scientist or Chief Medical Officer), or 
specific professions (such as scientists, medical professionals, lawyers, politicians 
or journalists). 

Thus, this report defines trust as the degree to which people feel they can rely or 
depend on someone or an entity. 
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Introduction 
With the advent of personal information and communication platforms and systems – 
such as social media – and the use of artificial intelligence in this space, misinformation 
can spread more rapidly than ever before. Data, information, and knowledge are 
vulnerable to manipulation, change, and artificial construction. This makes it difficult to 
‘inoculate’ potential users and decision-makers against misinformation. 

This report addresses how the brain and body respond to misinformation and how 
understanding these processes might be used to strengthen Australians’ information 
resilience. It explores the brain areas and pathways that underpin trust, providing 
insights into why people believe and share misinformation, and what interventions 
could help. 

This report also investigates whether improvements in overall physical and mental 
health could correlate with improved information resilience. Interventions piloted in 
Australia and elsewhere are examined, as are strategies and considerations for 
implementing interventions in an Australian context. 
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1 The anatomical and 
neurophysiological basis of trust 

Trust is a complex concept, but there are psychological frameworks that explain the 
components involved. Trust involves the willingness to be vulnerable and rely on the 
actions of others (Mayer et al. 1995). Trust is also a social tool to signal group loyalty 
and foster group cohesion. 

However, misplaced trust can have negative impacts. As discussed in Information 
resilience: How misinformation undermines social cohesion, trust and democracy, 
believing in misinformation can fuel distrust in key pillars of societal function and 
enhance misguided fear (Platow et al. 2026).  

As discussed in Information Resilience: A framework for misinformation interventions, 
critical thinking allows people to assess the credibility of information, and to make an 
informed decision about whether they should trust it (‘informed trust’) (Newman et al. 
2026).  

Understanding the processes involved in developing and maintaining trust is aided by 
an understanding of brain anatomy (its structure and circuitry) and function 
(neurophysiology). Parts of the brain engaged during tasks involving trust can be studied 
using fMRI (functional magnetic resonance imaging), which can identify activated brain 
regions and their functional connectivity. These are elaborated below. 

Trust is not an isolated function of one specific brain region or circuit. It is a complex 
construct that involves multiple brain regions and neural processes. Trust emerges from 
an individual’s experiences, social interactions, and contexts. 

Perceived trustworthiness depends on individual and interpersonal factors. To reach a 
state of trust, individuals must be able to: 

• sense and interpret the external world monitor outcomes and learn from them 

• flexibly update beliefs based on new information 

• assess risk and be willing to take risks 

• manage feelings of fear or vulnerability. 

These factors rely on the different parts of the brain that deal with: 

• attention and perception 

• memory, knowledge and learning 

• executive function and cognitive control 

• risk assessment and decision-making 

• emotional regulation 

• interpersonal sensitivity. 
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Factors such as cultural norms, social and economic circumstances, familiarity, or 
reputation can shape how much an individual trusts information or an information 
source. The relative importance of these factors depends on whether people are 
assessing the trustworthiness of information itself, or an information source. 
For example, familiarity can relate to both a piece of information and an information 
source, whereas reputation relates only to information sources. 

Perceived plausibility of information and its congruence with existing knowledge, 
beliefs, or worldviews will affect whether or not a piece of information is trusted. 
Any intervention to address how individuals decide what information they trust must 
account for this complexity. 

However, trust can also be deliberately influenced through manipulation of information, 
persuasive techniques, or creating artificial feelings of closeness or familiarity. 

Recognising that trust is complex, flexible, and susceptible to external forces allows for 
better understanding of how people evaluate information and its sources. 

1.1 Attention and perception 
Perception allows people to take in sensory information and make sense of it. 
People are constantly receiving perceptual information through the 5 senses: sight, 
hearing, smell, touch, and taste. People can also sense their body in physical space 
(proprioception) and sense and interpret internal body signals like heart rate 
(interoception). 

The human body has gating systems aimed at addressing imminent threats to survival, 
which redirect attention to the most pressing stimuli. During stressful situations, the 
adrenal glands release cortisol (the ‘stress’ hormone), which can improve attention in 
the short term by focusing on the immediate stressor while suppressing other cognitive 
processes (Schilling et al. 2013; Schwabe and Wolf 2013). However, chronic stress can 
lead to impairments in attention (Lupien et al. 2018).  

Proprioception and interoception also allow individuals to sense signs of stress such as 
muscle tension and heart rate. Even if they are not consciously aware of this, this 
information is processed and can influence perception and attention. By training 
individuals to manage stress, mental health and by strengthening their cardiovascular 
system, it may be possible to improve attentional abilities. 

People often make errors when they are forced to make decisions quickly in 
experimental settings. This could be extrapolated to suggest that not having enough 
time to properly evaluate the accuracy of information could make people generally 
more prone to accepting misinformation. Information, media and digital literacy can 
help people to learn the features of trustworthy information as discussed in Information 
Resilience: A framework for misinformation interventions (Newman et al. 2026).  
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1.2 Biases 
People may use ‘rules of thumb’ (heuristics) to simplify the process of assessing 
information. They are more likely to process and trust information when its source is 
perceived to be similar to themselves, especially in terms of their beliefs, values and 
social group membership (in-group bias). In-group bias is a central aspect of human 
behaviour, as people want the protection of the in-group from threats (Fu et al. 2012). 
As discussed in Information resilience: How misinformation undermines social 
cohesion, trust and democracy, trusting information from in-group members can cause 
people to overlook whether a source has relevant expertise, leading to greater belief in 
misinformation (Platow et al. 2026). Social media posts are more likely to be shared if 
they contain negative information about an out-group (a social group with which an 
individual does not identify) (Rathje et al. 2021). These posts may be successful as they 
appeal to emotions such as anger. 

People are also more likely to trust in and believe information if it is consistent with their 
existing knowledge, beliefs and worldviews (confirmation bias) (Hills 2019).  

People also tend to be more aware of and react more strongly to negative information 
(negativity bias). They exhibit greater physiological activation (such as heart rate 
variability) when viewing negative video news content compared to neutral or positive 
content (Soroka et al. 2019). Heart rate variability is linked to attentiveness and 
emotional regulation (generating emotional responses of appropriate timing and 
magnitude) (Soroka et al. 2019).  

Biases can lead to misinformation being interpreted as plausible regardless of its 
objective accuracy (Alexander et al. 2022).  

Proponents of misinformation can take advantage of the attentional bottleneck (limits 
to how much information people can process) and heuristics. Due to information 
overload, social media users may not spend time evaluating the credibility of the 
information they encounter. As social media feeds tailor content to users using 
algorithms, users tend to see information that supports their existing beliefs, which 
reinforces confirmation bias. 

As discussed in Information resilience: How misinformation undermines social 
cohesion, trust and democracy, sensational or polarising information often garners 
more attention on social media (Platow et al. 2026). Attention can be directed towards 
threats as a consequence of the negativity bias. Being aware of these heuristics and 
biases may help individuals to critically evaluate information. 

1.3 Memory, knowledge and learning 
Information Resilience: A framework for misinformation interventions discusses 
responsive interventions to support individuals to update their knowledge and memory 
to counter the impact of misinformation (Newman et al. 2026).  

Memories are formed through connections between neurons (nerve cells that send 
and receive signals). These connections are made stronger if they are consistently 
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activated. The more the brain performs a task, the stronger the neural network 
becomes. This may be why repeated correct information or misinformation are 
reinforced (Alexander et al. 2022).  

People are thus more likely to believe that a (false) statement is true if it is repeated, 
even when it contradicts their prior knowledge (Fazio 2020). This is called the ‘illusory 
truth effect’. 

Online spaces can become ‘echo chambers’ as algorithms will provide users with more 
misinformation if they engage with this content (Amazeen et al. 2024). This leads to 
misinformation being continually reinforced and shared. 

Emotional memories are also stronger. From an evolutionary perspective, these are 
important for effectively remembering potential threats. Following an emotional event, 
brain areas associated with memory and learning (the hippocampus) and fear (the 
amygdala) are activated to consolidate long-term memories of significantly emotional 
events (Richter-Levin and Akirav 2000).  

1.4 Executive function and cognitive control 
Executive functions are higher-order cognitive processes that serve working memory 
(the ability to manipulate and use information while it is being stored) and cognitive 
control to enable and support complex thinking and behaviour. In the brain, the 
dorsolateral prefrontal cortex in the frontal lobe is one of the crucial areas for these 
functions, facilitating tasks such as planning, decision-making, and inhibitory controls 
(Friedman and Robbins 2022; Snyder et al. 2015). This structure is part of a complex 
network (Niendam et al. 2012).  

Executive functions enable critical thinking by helping individuals process information, 
evaluate evidence, manage competing information, and resist impulsive judgements. 

Through these reflective processes, individuals can identify biases and make reasoned 
decisions about granting or withholding trust. 

1.5 Risk assessment and decision-making 
Individuals need to be able to assess risk and be willing to take risks in order to trust 
information from others. An inability to feel safe can diminish trust and bonding, 
irrespective of the source (Fonagy and Luyten 2018). Examining cases where trust and 
information resilience are disrupted due to differences in the brain provides insights into 
how these processes function. 

These processes are disrupted in the context of personality disorders (Fonagy and 
Luyten 2018). Borderline personality disorder, for instance, is a mental illness that is 
characterised by mistrust of others. While borderline personality disorder is an extreme 
example of diminished trust, it illustrates that the capacity to trust differs across the 
population. When an individual’s sense of stability about themself or others is 
disrupted, it may cause increased resistance to forming trusting bonds or changing 
trust from one source to another. Focusing on restoring a stable sense of self or one’s 
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neural representation of another may set the groundwork to improve trust (Fonagy and 
Luyten 2018). This includes therapy to help individuals to understand and infer their own 
mental state or that of others (see the section below on interpersonal sensitivity). 

Another example where these processes are disrupted is in a rare birth defect known as 
corpus callosum dysgenesis. The corpus callosum is a large bundle of white matter 
fibres connecting the brain's 2 hemispheres. When disrupted during development, 
it limits the sharing of information between the 2 cerebral hemispheres. 

Corpus callosum dysgenesis is linked to increased persuadability, credulity and 
sensitivity to social trickery (Barnby et al. 2022). Those diagnosed with a corpus 
callosum disorder are at risk of being more accepting of misinformation. Integration of 
information between the 2 sides of the brain may be a key mechanism underlying 
metacognitive (understanding your own thinking) processes such as personal 
introspection, which are essential in trust and the evaluation of others’ intent. 

1.6 Emotional regulation 
In the short term, emotional responses can influence how individuals respond to 
misinformation (Ecker et al. 2022). Across a wide range of emotions, higher emotionality 
is associated with belief in misinformation, and encouraging people to ‘rely on their 
emotions’ can increase their belief in misinformation (Martel et al. 2020).  

Anger can reduce critical thinking and increase reliance on preexisting beliefs or biases 
(Martel et al. 2020). This could encourage uncritical acceptance and sharing of this 
information. Anger has also been shown to promote belief in COVID-19 misinformation 
(Han et al. 2020).  

Other specific emotional states, such as happiness, can also make people more 
vulnerable to deception (Forgas and East 2008).  

Long-term emotional regulation is also important. Chronic exposure to stress leads to 
changes in the volume of the areas of the brain involved in emotional regulation (the 
hippocampus, amygdala, and prefrontal cortex) (Lupien et al. 2018). Chronic stress can 
impair decision-making and promote reliance on cognitive shortcuts, making people 
less likely to critically evaluate information (von Rosenberg 2020; Friedman et al. 2017).  

1.7 Interpersonal sensitivity 
To decide whether to trust information provided by another person, individuals need to 
be able to not only understand their own mental state but also infer the mental state 
(e.g. intentions) of others. This is important for their understanding of how accurate the 
conclusions they draw are and whether they need more information to evaluate 
accuracy. 

Trust has been extensively investigated using 2-player games and fMRI (functional 
magnetic resonance imaging) (Montague et al. 2015). fMRI has shown that activity in an 
area of the brain associated with decision-making and risk processing (the medial 
prefrontal cortex) was associated with an individual’s expectations of how the other 
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player would act. Activity in an area of the brain associated with social processing (the 
posterior superior temporal sulcus) was associated with the outcome of the other 
player’s actions (Hampton et al. 2008).  

People also need to monitor outcomes and learn from them to make sensible decisions 
about whom to trust. fMRI studies have shown that an area of the brain involved in 
decision-making (the orbitofrontal cortex) is important for ‘social reinforcement 
learning’, where people learn to trust others based on how they act (Fett et al. 2014). 
These studies show that trust is governed by a complex interplay of various brain regions. 

The hormone dopamine also plays an important role in learning who to trust and 
forming accurate representations of other people’s intentions (Schuster and Lamm 
2025). Experiments involving volunteers playing a 3-player game requiring trust and 
being administered medications to reduce dopamine activity resulted in a reduction in 
perceived threats from other players (Barnby et al. 2024). Dopamine is vital for 
integrating information and is involved in multiple processes of normal, healthy 
cognition. Disruption to an individual’s typical dopamine regulation can transiently alter 
healthy cognition. Chronic disruption to striatal and prefrontal dopamine is linked to 
symptoms of psychosis, such as hallucinations and cognitive impairment (Schmack et 
al. 2021; Howes and Shatalina 2022).  

  



Information resilience: the impact of mental and physical health on resilience to misinformation 

| chiefscientist.gov.au 13 

2 The role of physical health in 
information resilience 

Sleep, diet and exercise have been shown to improve the cognitive processes identified 
in the previous section of this report. As aspects of trust and the perception and 
interpretation of misinformation rely on higher cognitive skills, improvements in 
physical health could possibly increase information resilience. However, there is very 
little research investigating this link, so the associations outlined below are indirect. 

2.1 Sleep 
Sleep supports higher cognitive functions by enabling memory consolidation, 
enhancing problem-solving abilities, and stabilising learning outcomes (Ashworth et al. 
2014). A proposed function of sleep is to facilitate waste removal from the brain through 
lymphatic drainage, and poor lymphatic drainage occurs in ageing-related disorders 
such as Alzheimer’s and Parkinson's diseases (Jiang-Xie et al. 2025). As Australia’s 
population continues to age and grow, so will the prevalence of Alzheimer’s – the most 
common type of dementia (Health Direct 2024). It is predicted that the number of 
Australians with dementia will more than double by 2058 to 849,300 (533,800 women 
and 315,500 men) (Australian Institute of Health and Welfare 2024a).  

There is a complex and bidirectional relationship between sleep and dementia, as the 
underlying brain pathology may lead to disturbed sleep, and sleep disturbance may 
contribute to the development of dementia (Wennberg et al. 2017).  

Studies have shown that sleep deprivation impairs the ability to integrate emotion 
and cognition to guide moral judgements (Killgore et al.  2007; Frenda et al. 2014). 
Sleep deprivation also impairs attention and slows reaction times (Kirszenblat and van 
Swinderen 2015). Excessive social media and technology use is generally associated 
with poorer sleep quality and mental health (Alonzo et al. 2021). While most Australians 
meet national sleep recommendations, nearly half (48%) of all adults report at least 
2 sleep-related problems (Australian Institute of Health and Welfare 2021).  

2.2 Diet 
Diet is important to support brain health. Poor diet (such as a ‘Western diet’ high in 
saturated fats and refined carbohydrates) is associated with impairments in cognition, 
learning and memory (Kanoski and Davidson 2011). Poor diet is also correlated with 
neurobiological changes in an area of the brain that is responsible for memory and 
learning (the hippocampus). 

Adequate nutrition is important for brain development, especially in pregnancy and 
infancy when neurodevelopmental processes are occurring (Prado and Dewey 2014). 
Essential nutrition necessary for brain development includes protein, fatty acids, and 
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micronutrients such as iron. In adolescence, healthier dietary patterns are associated 
with a higher attention capacity (Henriksson et al. 2017).  

Poverty is strongly associated with several risk factors implicated in poor developmental 
outcomes, such as suboptimal nutrition. Poverty in early childhood is associated with 
several changes to anatomy in the brain, including smaller white matter, cortical grey 
matter, and hippocampal and amygdala volumes (Luby et al. 2013).  

Diet is also important for mental health. Nutrient-dense diets significantly reduce 
depressive symptoms through modulation of pathways involved in inflammation and 
the hypothalamic–pituitary–adrenal axis (a communication system between areas of 
the brain and glands that produce hormones) (Marx et al. 2023).  

2.3 Exercise 
Physical exercise has beneficial effects on cognition, for instance by enhancing 
neuroplasticity (the brain’s ability to adapt throughout life). Exercise has been shown to 
trigger the formation of new neurons (neurogenesis), synaptic plasticity, and blood flow 
(Hötting and Röder 2013).  

Among children, there is emerging evidence showing an association between physical 
activity and cognition (Erickson et al. 2019; Biddle et al. 2019). There is greater evidence 
for the impact of physical activity in older adults improving measures of executive 
function, cognition, attention, and processing speed (Erickson et al. 2019; Walsh et al. 
2020). Physical activity has beneficial impacts on cognition in ageing, particularly via 
the action of brain-derived neurotrophic factor (BDNF) (Walsh et al. 2020). BDNF 
promotes the connection and reorganisation of neurons in the brain (Li et al. 2024). 
High-intensity short-duration activity is likely to be effective in promoting BDNF 
response and by extension, brain health. 

Physical activity also improves sleep quality and emotional regulation via the increase 
of BDNF, which optimises neural networks related to sleep regulation, facilitating sleep 
initiation and maintenance (Li et al. 2024). Low-intensity exercise such as tai chi 
enhances the tone of the vagus nerve (the main nerve that carries signals between the 
brain, heart, and digestive system). This adjusts the reactivity of areas of the brain and 
the glands that produce hormones (the hypothalamic–pituitary–adrenal axis) and 
significantly reduces cortisol levels and stress responses (Li et al. 2024).  

BDNF also plays a role in the relationship between exercise and memory (Loprinzi and 
Frith 2019). Aerobic exercise in adults increases the size of the hippocampus, leading to 
improvements in memory. Increased hippocampal volume is associated with increased 
levels of BDNF (Erickson et al. 2011).  

Physical activity also leads to improved mental health. An overview of systematic 
reviews found that physical activity improves symptoms of depression, anxiety and 
distress among the general population, people with diagnosed mental health disorders, 
and people with chronic conditions (Singh et al. 2023).  
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3 The role of mental health in 
information resilience 

Individual and collective information resilience is underpinned by social cohesion and 
connectedness, adequate cognitive functioning, and healthy emotional regulation. 
Each of these factors can both impact and be impacted by mental health. 

3.1 Mental health and information resilience: 
a reciprocal relationship 

Mental health and information resilience exhibit a reciprocal relationship, whereby: 

3.1.1 Poor mental health can increase susceptibility 
to misinformation. 

Anxiety, depression, and loneliness can increase the extent to which an individual 
perceives themselves as vulnerable, particularly under stressful conditions 
(Delmastro and Paciello 2022). Self-perception of vulnerability is connected to 
information-processing biases that can increase susceptibility to misinformation 
(Freeman and Garety 2014).  

Research has also shown that an individual’s anxiety levels can increase their likelihood 
of believing misinformation (Albarracin et al. 2021).  

Loneliness and social isolation are increasingly prevalent in Australia and comparable 
nations. During the COVID-19 pandemic, Australians’ self-reported levels of loneliness 
increased (Wilkins et al. 2024) as their levels of social participation (e.g. in volunteering, 
social groups, sporting clubs, and religious gatherings) decreased (Aldrich 2023). 
Loneliness has increased substantially among Australians aged 15 to 24 relative to 
older age groups (Wilkins et al. 2024), and in many instances, levels of social 
participation have not yet returned to pre-pandemic levels (Eime et al. 2024). Feelings of 
loneliness are often associated with the objective experience of social isolation – 
defined as having objectively few social relationships and infrequent social contact 
(Australian Institute of Health and Welfare 2024c). In 2022, almost 1 in 7 (15%) 
Australians were experiencing social isolation, with this figure as high as 18% among 
Australian men (Australian Institute of Health and Welfare 2024c).  

The relationships between social connectedness and cohesion, mental wellbeing, and 
information resilience are addressed below. 

3.1.2 Misinformation can exacerbate poor mental health. 
Mental health and misinformation exist in a reciprocal relationship whereby poor 
mental health can degrade information resilience, while misinformation can negatively 
impact mental health. Some ways in which misinformation can affect mental health 
include by instilling a sense of threat about the world and contributing to confusion and 
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uncertainty, and by encouraging behaviours such as doomscrolling (Borges do 
Nascimento et al. 2022; Chen and Cheng 2024).  

To illustrate, during the COVID-19 pandemic, pandemic-related misinformation was 
associated with worsened sleep quality (Chen and Cheng 2024) and psychological 
distress (Ali et al. 2021). For the general population, stress levels were often increased 
due to the social isolation that could result from lockdown measures and the 
overwhelming amount of often conflicting information available online (Chen and 
Cheng 2024). Within the healthcare workforce, misinformation degraded some 
professionals’ psychological health by undermining their efforts to mitigate the impact 
of COVID-19 (Ali et al. 2021).  

3.2 Mental health, cognition and brain health 
Good cognitive functioning enables individuals to critique information and make logical 
judgments regarding the trustworthiness of an information source and the likely 
accuracy of information. 

Strong evidence supports a link between mental health, cognition and brain health. 
One extensive systematic review and meta-analysis identified depression-related 
differences in the structure of a specific region of the brain – the hippocampus – and 
found that these differences are further modulated by comorbid anxiety (Espinoza 
Oyarce et al. 2020). Given that an estimated 19% of Australians, and up to 23% of 
women, report being diagnosed with depression, anxiety or another serious mental 
illness at some point in their lifetime, better prevention, support, and treatment of such 
conditions could boost Australia’s collective information resilience (Australian Institute 
of Health and Welfare 2024b).  

Inflammation in the brain or central nervous system (neuroinflammation) is one 
mechanism involved in degrading the cognitive functioning of individuals experiencing 
mental illnesses such as depression (Setiawan et al. 2018). Neuroinflammation is 
associated with mental fatigue and mood alteration (Brusaferri et al. 2022). 
A comparison of COVID-19 studies revealed that pandemic-related social stressors 
and psychological distress elevated brain levels of 2 independent neuroinflammatory 
markers – translocator protein and myoinositol – in otherwise healthy individuals 
(Brusaferri et al. 2022).  

Stress-induced neuroinflammation has been shown to particularly impact the 
prefrontal cortex – the area of the brain that supports our highest-order cognitive 
abilities (Arnsten 2009). Even uncontrolled mild acute stress can inhibit prefrontal 
cognitive abilities, while more extended stress exposure can degrade prefrontal neural 
connections (Arnsten 2009). These processes can diminish prefrontal cortex function in 
otherwise healthy individuals, (Arnsten 2009) and worsen existing cognitive disorders in 
individuals living with them (Arnsten 2015).  

This growing understanding of how stress can contribute to negative neurophysiological 
changes lends further impetus to developing and implementing health and social 
interventions that reduce stress and enhance emotional resilience. 
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3.3 Social connectedness and information 
resilience 

Social connectedness is linked to information resilience in various ways. For example, 
a lack of social connection can make individuals more vulnerable to fringe groups who 
share and perpetuate unevidenced beliefs (Moulding et al. 2016; Campelo et al. 2018). 
Recent research has connected the long-term effects of loneliness to conspiracy 
theorising in middle age by demonstrating that this tendency can be predicted by how 
lonely an individual felt as an adolescent (Bierwiaczonek et al. 2024).  

Strong evidence supports that, more broadly, social connectedness relates to 
information resilience through its links to mental health outcomes (Holt‐Lunstad 2024). 
This connection is bidirectional – loneliness and lack of social connectedness are 
detrimental to mental health, and poorer mental health increases the risk of loneliness 
and limited social interaction (Sbarra et al. 2023).  

Given that loneliness can increase vulnerability to poor mental health, addressing the 
loneliness being felt by growing numbers of Australians may be one way to strengthen 
information resilience. 

A lack of social connectedness can also make individuals more vulnerable to 
misinformation by weakening overall social cohesion and trust. Information resilience: 
How misinformation undermines social cohesion, trust and democracy defined social 
cohesion as ‘group members’ shared subjective sense of common bonds and common 
purpose’, and outlined the cyclical process that frequently occurs between this 
phenomenon and information resilience (Platow et al. 2026).  

As information is more believable when it comes from sources perceived as ‘in-group’, 
weakening the experience of common bonds and purpose risks further fragmenting the 
information ecosystem that individuals navigate (American Psychological Association 
2023).  

The mental wellbeing and social cohesion that reinforce information resilience can be 
cultivated through community building and social connectedness. For example, as 
explored in Information Resilience: the role of cultural and community institutions 
(section 2) (Academy of the Social Sciences in Australia 2026), social infrastructure 
such as public libraries can provide access to accurate information while fostering 
diverse connections and strengthening community resilience (Aldrich 2023).  

Modelling has demonstrated the positive impacts of interventions focused on fostering 
social connectedness, through which individuals can build friendships, widen their 
employment opportunities, and receive guidance and counselling when experiencing 
health issues (Li et al. 2025).  

  



Information resilience: the impact of mental and physical health on resilience to misinformation 

| chiefscientist.gov.au 18 

4 Interventions to increase 
information resilience 

Most research-based interventions aimed at combating misinformation focus on 
strategies such as media literacy, digital literacy and prebunking/debunking. Information 
Resilience: A framework for misinformation interventions covers these interventions 
(Newman et al. 2026). Such interventions use education, information source expertise, 
or peer network dynamics to assist individuals, groups and society in general in 
evaluating information and improving information resilience. 

Education-related interventions outlined in Table 1 of Information Resilience: 
A framework for misinformation interventions can enhance foundational knowledge 
and skills that: 

• helps people assess information in online spaces 

• encourages the updating of beliefs and knowledge after exposure to 
misinformation 

• supports a high‐quality information environment. 

In turn, this could influence trust-related pathways by offering potential improvements in: 

• executive function and cognitive control 

• memory, knowledge and learning 

• risk assessment and decision-making 

• interpersonal sensitivity. 

Therefore, this report explores how social, mental, and physical interventions connect 
to trust-related pathways, as depicted in Figure 1. 

4.1 Mental and physical health interventions 
Healthy individuals are better equipped to navigate society and this includes their 
capacity to identify and critique misinformation. Consequently, better mental and 
physical health could indirectly support information resilience – for instance by 
improving emotional regulation and cognition. 

Research specifically addressing misinformation interventions that target physical or 
mental health is limited. This likely stems from the complex and dynamic nature of 
information resilience. Pinpointing a single factor is challenging because an individual's 
information resilience is influenced by various factors functioning at different social 
levels (individual, group, and societal). 

Nevertheless, some emerging (but indirect) evidence points to potential benefits for 
information resilience from health interventions. These include mental health 
programs, physical health programs that improve cognition, mindfulness training, and 
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cognitive behavioural therapy. Future research could directly investigate the efficacy of 
such interventions in a controlled manner. 

4.2 Mental and physical health interventions in 
Australia 

The following section outlines evidence on mental and physical health programs that 
have been trialled in Australia. 

4.2.1 Lifestyle intervention programs 
Programs that target physical activity and nutrition may improve information resilience. 
An Australian online lifestyle intervention program that targeted physical activity, 
nutrition, cognitive activity and mental health improved global cognition (Brodaty et al. 
2025). This could potentially improve information resilience through improved cognitive 
function as part of improved overall health. Programs like these can be delivered at 
scale with the potential for population-level rollout and would have broader health 
benefits beyond information resilience. 

4.2.2 Mental health programs 
Programs that foster social connectedness and mental wellbeing (e.g. support groups) 
may reduce the social isolation that often correlates with susceptibility to 
misinformation. 

Community mental health programs are designed to provide services in settings such 
as homes or community centres rather than in hospitals or institutional settings. 
A systematic review of community mental healthcare programs in Australia found that 
case management programs significantly improve social support among clinical 
populations with severe mental illness. Case management programs involve a 
long-term, intensive approach to an individual’s care in the community and offer 
support from a multidisciplinary team. The structure of this approach allows 
individuals’ wider psychosocial outcomes to be addressed (O’Donnell et al. 2020).  

Evaluation of group psychotherapy programs in Australia has shown that they provide 
opportunities to create social bonds and are acceptable to people experiencing 
loneliness and depression/anxiety (Cruwys et al. 2022).  

These interventions could be suitable for populations who may be vulnerable to 
misinformation due to mental health and social isolation. 

4.3 Mental and physical health interventions 
internationally 

The following section outlines international evidence on mental and physical health 
interventions that may inform Australian approaches. These global insights may need to 
be adapted to an Australian context. 
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4.3.1 Physical health interventions 
Physical interventions such as aerobic exercise and resistance training have been 
shown to improve cognitive function in people aged over 50 (Northey et al. 2018). 
This includes domains such as attention (including the ability to process information 
rapidly), executive function, and working memory. As these mechanisms are involved in 
critically evaluating information, improvement in these domains could improve 
information resilience. 

4.3.2 Loneliness interventions 
Interventions such as teaching social and emotional skills and psychological therapy 
significantly reduce loneliness among young people (Eccles and Qualter 2021). 
As loneliness can increase susceptibility to misinformation, these interventions could 
improve information resilience. However, this has not been directly tested. Similarly, the 
direct efficacy of social interventions such as encouraging participation in sports clubs 
and community social groups warrants further investigation. 

4.3.3 Mindfulness 
Evidence suggests that mindfulness-based stress reduction programs increase 
emotional regulation, which could improve information resilience (Sanilevici et al. 
2021). Mindfulness meditation interventions reduce stress and are associated with 
reductions in amygdala activity (a part of the brain involved in anxiety and fear) (Taren et 
al. 2014; Dutcher et al. 2021).  

Mindfulness-based cognitive therapy has been associated with reduced cognitive and 
emotional reactivity, which may help individuals respond to stressors more adaptively 
and improve emotional regulation (Gu et al. 2015). However, the evidence supporting 
this mechanism remains preliminary and context dependent. 

Mindfulness also improves an individual’s ability to understand and infer the mental 
state of themselves or others. Mindfulness is a metacognitive process whereby the 
individual acknowledges and accepts their thoughts (Jankowski and Holas 2014). 
Mindfulness interventions have also been shown to improve empathy (the ability to 
share and understand the mental state of others) (Hu et al. 2022).  

4.3.4 Cognitive behavioural therapy 
Cognitive behavioural therapy (CBT) is a form of psychological treatment that involves 
changing unhelpful ways of thinking (Fordham et al. 2021). This approach helps patients 
to recognise their distortions in thinking and then re-evaluate them. 

Additionally, CBT emphasises emotional regulation, helping individuals manage 
reactions such as the anger that misinformation often provokes to bypass critical 
thinking (Beck and Fernandez 1998). CBT has also been shown to improve emotional 
regulation among those with depression (Forkmann et al. 2014).  

As CBT develops the skills needed to evaluate information effectively, it could offer a 
possible intervention to improve information resilience. However, this is challenging to 
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implement at a population level, and doing so would require more direct evidence that it 
would have the desired outcome on information resilience. 

4.3.5 Combined approaches 
Combining interventions to combat misinformation outperforms individual approaches 
(Bak-Coleman et al. 2022). It may be more effective to combine the mental and physical 
health interventions presented in this report with the educational interventions 
presented in Information Resilience: A framework for misinformation interventions 
(Newman et al. 2026).  

As discussed in that report, scientific literacy helps to develop the skills to determine 
the trustworthiness and credibility of information, through an understanding of how 
knowledge is created. Providing the public with access to trusted scientific information 
written in lay terms on topics of interest is important for developing trust in science and 
countering misinformation. It also helps people learn how to assess content by 
providing them with reliable information and the evidence that supports this (American 
Psychological Association 2023).  

4.4 Considerations for these interventions in an 
Australian context  

4.4.1 Diversity, equity and inclusion 
Including people from underrepresented communities is critical when designing and 
implementing interventions to ensure they can benefit everyone (Amazeen et al. 2024). 
As discussed in Information resilience: How misinformation undermines social 
cohesion, trust and democracy, societal inequality, exclusion and sub-optimal 
education may affect susceptibility to misinformation (Platow et al. 2026).  

People experiencing social deprivation (a lack of resources, such as income, education 
and healthcare) are more likely to experience mistrust, paranoia, and poor mental 
health outcomes (Wickham et al. 2014a, 2014b). These factors may increase 
susceptibility to misinformation. 

Interventions should be culturally responsive to the unique needs of Australia’s 
multicultural communities to build information resilience, including specifically 
First Nations people and culturally and linguistically diverse groups. Research in 
Australia indicates that culturally responsive physical and mental health interventions 
are more effective and acceptable among diverse communities (El Masri et al. 2021; 
Blignault et al. 2022).  

Barriers to participation – such as cost, internet access, or time commitments – will 
need to be considered and addressed. Interventions should be provided in multiple 
formats (digital and in-person) to include urban, regional, and remote populations. 

Age group should be taken into consideration when providing interventions, as young 
people and older adults trust and respond to misinformation differently. Older adults 
are more susceptible to misinformation – for example, they shared the most ‘fake news’ 
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during the 2016 US election (Brashier and Schacter 2020). This is due to a range of 
factors, including elements of cognitive decline, as well as social changes (such as 
higher trust in others), and a lack of digital literacy (Brashier and Schacter 2020). 
Australian adults of all age groups (18–70+) have a low level of ability to verify 
information online, with older Australians tending to have slightly lower ability. 
Adult Australians also overestimate their ability to verify online information (Park et al. 
2024). Young Australians tend not to check sources of news stories (Notley et al. 2020). 
People who are younger and/or financially struggling are less likely to have trust in 
government and democracy (Strengthening Democracy Taskforce 2024). Age group is 
also important in terms of the effectiveness of interventions. For example, physical 
activity interventions can improve cognition, but the strength of this finding varies with 
age (Erickson et al. 2019).  

4.4.2 Alignment with policy 
Interventions should be aligned with relevant national strategies, such as public health 
campaigns or digital literacy frameworks. Understanding the neurophysiological 
pathways involved in sleep, nutrition and exercise can inform existing public health 
campaigns. 

4.4.3 Data privacy 
Any interventions should ensure compliance with privacy laws and ethical guidelines, 
particularly for digital interventions. Researchers and institutions must independently 
confirm any proposed interventions are ethically sound, not rely on tacit endorsement 
of practices (for example, regarding collection of social media user data). 

4.4.4 Avoid stigmatising language 
Interventions should be designed to support individuals without labelling them as 
‘vulnerable’ or ‘susceptible’ to misinformation. Focusing on the false content rather 
than individuals consuming it will reduce the risk of stigmatising target audiences. 

4.4.5 Modelling 
Modelling could be used to simulate which interventions are likely to be most effective 
in the Australian context. Systems modelling has shown positive impacts of social 
connectedness programs in Australia on other domains and could be used to evaluate 
the potential impact on information resilience (Occhipinti et al. 2021a, 2021b). 

4.4.6 Artificial intelligence 
Artificial intelligence (AI) and large language models could also support information 
resilience. This could include education and online tools on how to use these 
resources. Generative AI could be used to fact-check and address misinformation and 
may be particularly influential for people who mistrust official sources of information 
such as government organisations. 

Conversations with a generative AI model (GPT-4 Turbo) have been found to reduce 
belief in conspiracies (Costello et al. 2024). However, the specific cognitive or 
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psychological processes through which this change occurs were not identified. 
In addition, there are risks associated with using AI in this way, since these tools can 
make mistakes or ‘hallucinate’. ‘Hallucinating’ refers to a response generated by AI that 
contains false or misleading information presented as fact – for example, referencing 
scientific publications that do not actually exist in the literature (Hueber and Kleyer 
2023).  
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5 Conclusions 
Figure 1 provides a summary of the links between trust-related physiological processes 
and interventions. 

Trust is a complex process involving multiple brain functions, including perception, 
emotional regulation, memory, decision-making, interpersonal sensitivity and learning. 
Effective interventions to increase information resilience must acknowledge this 
complexity. Such interventions could boost information resilience through improving 
the brain processes involved in making informed decisions about what information and 
sources to trust. 

Enhancing physical health through exercise, sleep and nutrition may indirectly support 
information resilience by improving emotional regulation and cognition. 

Mental health and information resilience exhibit a reciprocal relationship: poor mental 
health can increase susceptibility to misinformation, and misinformation can 
exacerbate poor mental health. Social connectedness is key to cultivating both mental 
and information resilience. 

Emerging evidence highlights the potential of case management programs, physical 
health interventions that improve cognition, mindfulness training and cognitive 
behavioural therapy, though research on their impact on information resilience 
remains limited. 

Table 1 provides the identified physical and mental health interventions and their 
mechanisms of action, which may be useful in addressing misinformation. 

Effective interventions in Australia will need to address the needs of multicultural and 
regional communities, align with policy, protect data privacy and avoid stigmatising 
language. Modelling could be used to evaluate which interventions are likely to be 
most effective. 
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Figure 1: Diagram illustrating the potential links between trust-related 
physiological processes and interventions.  
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Table 1: Identified physical and mental interventions and their mechanisms 
of action. 

  

Intervention  Mechanism of action  

Sleep  • Improves cognitive function including memory consolidation, enhancing 
problem-solving abilities and stabilising learning outcomes (Ashworth et 
al. 2014).   

• Improves attention (Kirszenblat and van Swinderen 2015). 

• Improves emotional regulation (Killgore et al. 2007; Frenda et al. 2014; 
Alonzo et al. 2021). 

Diet  • Promotes attention, memory, learning and cognitive function (Kanoski and 
Davidson 2011; Henriksson et al. 2017).   

• Improves emotional regulation. Significantly reduces depressive 
symptoms through modulation of pathways involved in inflammation and 
the hypothalamic–pituitary–adrenal axis (Marx et al. 2023). 

Exercise  • Stimulates the formation of new neurons (neurogenesis), synaptic 
plasticity and blood flow, improving cognition (Hötting and Röder 2013).  

• Improves measures of cognition and attention (Erickson et al 2019; Walsh 
et al. 2020).  

• Has beneficial impacts on cognition in ageing, particularly via the action of 
brain-derived neurotrophic factor (BDNF) (Walsh et al. 2020; Li et al. 2024). 

• Improves emotional regulation through cortisol response (Li et al. 2024). 

• Improves memory via BDNF (Loprinzi and Frith 2019; Erikson et al. 2011). 

Mental 
health programs  

• Improves social support (O’Donnell et al. 2020). 

Mindfulness  • Reduces stress and improves emotional regulation (Sanilevici et al. 2021; 
Taren et al. 2014; Dutcher et al. 2021). 

• Reduces cognitive and emotional reactivity (Gu et al. 2015). 

• Improves an individual’s ability to understand and infer the mental state of 
themselves or others (Jankowski and Holas 2014; Hu et al. 2022). 

Cognitive 
behavioural therapy 

• Improves emotional regulation (Beck and Fernandez 1998). 
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